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TOOLS VIEW

with security-aware engineering practices for services and soft-
ware).

Office 365 provides secure access across platforms and devices,
as well as premium anti-spam and antivirus technologies that are
automatically updated to protect against the latest threats. The
security features and services associated with Office 365 are built
in, reducing the time and cost associated with securing your IT
systems. At the same time, Office 365 enables you to easily con-
trol permissions, policies, and features through online admin-
istration and management consoles so you can configure Office
365 to meet your specific security needs.

Challenges

With more workers on the go, your business information is likely
accessed by more people and from more places and platforms
than ever before. However, this increased access also increases
the attack surface of IT. And, those attacks become more and
more sophisticated and malicious. Today, cybercrime is perpe-
trated by highly organized, financially motivated professional
criminals. A comprehensive approach to security is required to
protect your systems and data in this environment. Microsoft's
end-to-end approach to security includes engineering more se-
cure services and software, effectively monitoring and respond-
ing to threats, and researching emerging threats to protect
against them before they become problems. With continuing
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rapid growth in the sheer quantity of data generated by ordinary
business operations, data backup and recovery have become ma-
jor cost centers for IT departments today. Organizations need
scalable, affordable solutions for ensuring their data is available
24/7.

Given these many challenges, many organizations discover that
Office 365 can provide a higher standard of security at lower cost
than they are capable of maintaining with on-premises produc-
tivity servers. Office 365 customers are freed from the costly bur-
den of deploying and managing antivirus, anti-spam, backup,
and disaster recovery solutions in-house. Office 365 provides
built-in scalability and disaster recovery to accommaodate grow-
ing volumes of business-critical data—all for a fixed, predictable
cost. Distinct from other cloud productivity vendors’ offerings,
Office 365 provides the flexibility to temporarily or permanently
maintain a hybrid environment so you can move to the cloud
gradually or maintain some users on-premises indefinitely.

A secure foundation

Microsoft has been providing online services for many years. Mi-
crosoft Global Foundation Services (GFS), the group responsible
for hosting Office 365 and all of Microsoft’s online services,
started in 1994 with the introduction of MSN and has grown to
include some of the world's most well-known Internet properties.
The online services infrastructure layer (GFS) is regularly audited
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